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www.paloaltonetworks.com/company/contact-us

About this Guide

This guide takes you through the configuration and maintenance of your GlobalProtect infrastructure. For additional
information, refer to the following resources:

e [For information on the additional capabilities and for instructions on configuring the features on the firewall, refer
to https://www.paloaltonetworks.com/documentation.

e Tor access to the knowledge base, complete documentation set, discussion forums, and videos, refer to
https:/ /live.paloaltonetworks.com.

e For contacting support, for information on the support programs, or to manage your account or devices, refer to
https://support.paloaltonetworks.com.

e For the latest release notes, go to the software downloads page at
https:/ /support.paloaltonetworks.com/Updates/SoftwareUpdates.

To provide feedback on the documentation, please write to us at: documentation(@paloaltonetworks.com.

www.paloaltonetworks.com
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respective companies.
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Use the GlobalProtect Agent
for Mac

The GlobalProtect™ agent is a software program that runs on your laptop computer or mobile device,
protecting you with the same security policies that protect the sensitive resources on your corporate network.
You can use the GlobalProtect agent to connect to your corporate network and access your company’s internal
resources from anywhere in the world.

The following sections provide instructions for installing and using the GlobalProtect agent for Mac:
A Download and Install the GlobalProtect Agent for Mac

A Use the GlobalProtect Agent for Mac

A Disconnect from GlobalProtect on a Mac
A

Uninstall the GlobalProtect Agent on a Mac
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Download and Install the GlobalProtect Agent for Mac

Use the GlobalProtect Agent for Mac

Download and Install the GlobalProtect Agent for Mac

Before you can connect your computer to the GlobalProtect network, you must download and install the agent.
In order to do this, you will need the IP address or fully qualified domain name (FQDN) of the GlobalProtect
portal, which you can get from your administrator. In addition, your administrator should verify which username
and password you should use to connect to the portal. Usually this will be the same username and password you
use to connect to your corporate network. After you gather the required information, you can download and

install the agent as follows:

Install the GlobalProtect Agent for Mac

Log in to the GlobalProtect portal.

Launch your web browser and go to the following URL:
https://<portal address or name>

For example, http://gp.acme.com.

On the portal login page, enter your user Name and Password
and then click Login. Typically you will use the same user name
and password that you use to log in to your corporate network.

B paloalio

Palo Alto Networks - GlobalProtect Portal

Panuward

Download the agent.

Click the link to Download Mac 32/64 bit GlobalProtect agent.
When prompted to run or save the software, click Run.

When prompted, click Run to launch the GlobalProtect Setup
Wizard.

paloalto

Palo Alto Networks - GlobalProtect Portal
b Windows, 13 ba Glalabrte: sagent
Download Windows i b GlobalFrotect agent

Download Mac 12/64 bit GlobalProtect agent
Wirndows 33 bit 0% nesds to downlosd and
install Windews 32 bil GlobalPratect agent.
Wirduers 64 bil 08 needs bo download amd
install Windows 64 bit GlobalProtect agent,
Mae 05 needs o download and install Hac
32/ 64 bit GlobalProtect agent.
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Use the GlobalProtect Agent for Mac

Download and Install the GlobalProtect Agent for Mac

Install the GlobalProtect Agent for Mac (Continued)

Install the agent using the GlobalProtect

Installer that opens automatically.

ano o ital

Walcame to the ClobalPratect instalier

You will be guided through the steps necessary to
install this software.

Cantinus

From the GlobalProtect Installer, click Continue.

(Optional) Change the installation location for the
GlobalProtect or continue through the installer.

Select the GlobalProtect package and click Continue:
= Install GlobalProtect &

Custom Install en “Macintosh HD"

.Pz;cl.tage.r;luame Action Size -
™ GlobalProtect Install 10.6 ME
|| Uninstall GlobalProtect Skip 4 KB

\

Continue through the GlobalProtect Installer and enter your
credentials to confirm GlobalProtect installation, selecting
Install Software:

w Install GlobalPratect a
indard Install on “Macintesh HD"

This will take 10.6 MB of space on your comput

Click Install to perform a standard installation g ) Installer is trying to install new software.
this software on the disk "Macintesh HD", 4 L Type your password to allow this.

Name: | User Name

Password: i.-.uud |

Cancel | [ Install Sofiware |

When the installation completes successfully, click Close. The
GlobalProtect agent will start up automatically:

Tha Imstallation was complated succanafully. ann CobalProtect

s Dt T Host State  Tronbieshosting

g

Vi

Pappmard
o Reramar e
The installation was successful. i
Aty T
The software was instalied.
PS—

o et irmet 18 patal

Log in to GlobalProtect.

When prompted, enter your User Name and Password.

S o Prea— Enter the fully qualified domain name or IP address of the
——— Portal supplied by your GlobalProtect administrator.
o '-fwg:f Click Apply to log in. If your authentication is successful, you
= o will be connected to your corporate network. If your
B administrator has set one up, the GlobalProtect welcome page
will display.
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Use the GlobalProtect Agent for Mac

Use the GlobalProtect Agent for Mac

In most circumstances, the GlobalProtect agent

will run transparently in the background, protecting you from

network threats. The following procedure describes how to use the agent.

Use the GlobalProtect Agent for Mac

If you are not connected to
GlobalProtect, connect now. The name
of the option to connect depends on the
configuration defined by your
administrator.

You can tell if you are Connected

ﬂ by hovering over the
GlobalProtect icon on the menu
bar. If you are not connected it will
say Disconnected

ma’é‘:@m
- -

Expand the system tray, right-click the GlobalProtect L icon,
and select one of the following options, depending on whether
manual gateway selection is enabled:

e Connect or Enable—Select this option to connect to
GlobalProtect. The agent will automatically select which
gateway to connect to, depending on the configuration the
administrator defined and the response times of the available
gateways.

e Connect to—Select a specific gateway from the menu or
select Auto Discovery to enable the agent to determine the
best gateway to connect to.

If prompted, enter your User Name and Password and click
Apply. As soon as the agent successfully connects, the
GlobalProtect icon changes to a globe with a shield W When
you hover over the icon it shows the status Connected.

Open the application.

On the menu bat, click the GlobalProtect the GlobalProtect iconw
and click Show Panel to launch the agent user interface.

View information about your network
connection.

Select View > Advanced View and then select a tab to view
information about your network connection:

* Details—Displays information about your connection, including
what portal and gateway you are connected to.

* Status—Displays your connection status, along with any warning
Of error messages.
——P U 3 T 2 4) Mon436PM C
800 GlobalProtect
@ Details = Settings = Host State = Troubleshooting |

Status: Connected

Warnings/Errors

* Troubleshooting—Displays information about your network
configuration, route settings, active connections, and logs.
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Use the GlobalProtect Agent for Mac (Continued)

Step 4 Change your password. 1. Click the GlobalProtect icon.

If your password is saved within 2. Click Show Panel and select Advanced View.

GlobalProtect, you will need to change  |3.  Click Settings and enter your new Password.

your password anytime the password for |4 If you want to save your credentials so that you don’t have to

accessing your corporate network enter them each time you connect, select Remember Me.
changes.

U

Click Apply to save the new password.
‘@00 GlobalProtect

| Status | Details Eim Host State | Troubleshooting |

Settings

Username: Uuser.name

Password: I sessssssssnss

[21 Remember Me

Portal: gp.example.com

| Apply | | Clear
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Disconnect from GlobalProtect on a Mac

If your configuration allows it, you can disconnect from the GlobalProtect VPN as follows:

Disconnect from GlobalProtect on a Mac

To disconnect, click the GlobalProtect icon on the menu bar and then select Disconnect or Disable (the name
of the option depends on how your administrator has configured GlobalProtect).

If prompted, enter the following information and then click OK:
* A Reason for disabling access to GlobalProtect.

* The Passcode or Ticket. You must obtain the appropriate response from administrator before you will be
allowed to disconnect.

800 Disable GlobalProtect
i Enter a disable reason
Reason: I I
Passcode:
| Cancel | [ 0K ]
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Uninstall the GlobalProtect Agent on a Mac

Uninstall the GlobalProtect Agent on a Mac

If your GlobalProtect configuration allows it, you can uninstall the agent as follows. Keep in mind that by
uninstalling the agent, you will no longer have VPN access to your corporate network and your computer will
no longer be protected by your company’s security policies.

On Mac devices, you must use the Mac installation program (in this case, the GlobalProtect Installer) to uninstall
a program. In order to uninstall GlobalProtect from your device, install the Unznstall GlobalProtect package. The
GlobalProtect Installer will ask you to install the Uninstall GlobalProtect package and will then confirm that the

package was successfully installed. Successtully installing the Uninstall GlobalProtect package effectively removes

the GlobalProtect agent from your device.

Uninstall the GlobalProtect Agent on a Mac

Log in to the GlobalProtect portal.

Launch your web browser and go to the following URL:
https://<portal address or name>
For example, http://gp.acme.com.

On the portal login page, enter your user Name and Password
and then click Login.

¥ paloalio

Palo Alto Networks - GlobalProtect Portal

Panuward

Download the agent. Click the link to Download Mac 32/64 bit GlobalProtect agent.
When prompted to run or save the software, click Run.
When prompted, click Run to launch the GlobalProtect Setup
Wizard.
paloalto
Palo Alto Networks - GlobalProtect Portal
Download Windows & b GlobalProtect agent
Download Mac 32/64 bit GlobalProtect sgent
Trsial Widows 33 b Ghobatlretect agent
InEiah Windows 64 bR GlobaiProrect agent,
S37ca b clobaterotect agemt.
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Use the GlobalProtect Agent for Mac

Uninstall the GlobalProtect Agent on a Mac (Continued)

Uninstall GlobalProtect.

Step 3

From the GlobalProtect Installer, click Continue.

ann - L]

Walcame to the ClobalPratect instalier

You will be guided through the steps necessary to
install this software.

Go Rack Cantinue

Continue to the Installation Type section, select the Uninstall
GlobalProtect package, and click Continue:

800 @ Install GlobalProtect a
Custom Install on “Macintosh HD"
Package Name Action size |
@ Introduction |_| GlobalProtect Skip 10.6 MB
& Uninstall GlobalProtect Install 4 KB
© Destination Sel
8 Installati
F
® lnstallati;ﬁi
® Summaty
s
! 5
P Space Required: 'Jt.ga Remaining: 975.9 GB

Select this to uninstall GlobalProtect from your computer.

| GoBack | | Continue |

Continue through the GlobalProtect Installer and enter your
credentials to confirm that you want to remove GlobalProtect.
Select Install Software to uninstall GlobalProtect:

df

M

Installer is trying to install new software.

Type your password o allow this.

Mame:  User Name

Password: |snsusnsd ]

Cancel | [[inatall Softwars |

Step 4 Confirm that GlobalProtect is no longer
installed.

device.

A message will pop-up confirming that the Uninstall GlobalProtect
package was successfully installed. This confirmation indicates that
the GlobalProtect agent is uninstalled and is removed from your

800

' Install GlobalProtect a

@ Summary

© Introduction

F &
(5] Inslallaksn
&

A—
L.

pl fully.

The installation was successful.

The i, was

The software was installed.
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